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ABSTRACT

Internet of Vehicles (IoV), which enables information gathering and disseminating among vehicles,
roadside infrastructures and surrounding environments, has received considerable attention recently.
However, the flourishing of IoV still faces several challenges in terms of location privacy preservation,
vehicular sensory data collection and vehicular sensory data acquisition. Aiming at these challenges,
in this paper, we propose a novel efficient and location privacy-preserving data sharing scheme with
collusion resistance in IoV, which enables the collection and distribution of the data captured by vehicular
sensors. During the vehicular sensory data collection phase, each vehicle structures the multi-dimensional
sensory data captured at different locations and exploits the modified Paillier Cryptosystem to achieve
the location privacy-preserving sensory data aggregation, while the data aggregation result of multiple
vehicles can be recovered by the trusted central entity. During the vehicular sensory data acquisition
phase, the proposed scheme exploits the proxy re-encryption technique to achieve the location privacy-
preserving data querying at the network edge, i.e., the vehicles query the RSU instead of the trusted central
entity. Numerical analysis are performed to validate the effectiveness of the proposed scheme, i.e., low
data querying failure probability. Security analysis and performance evaluations are also carried out to
validate the security properties and show the computation and communication efficiency of the proposed
scheme.

© 2017 Elsevier B.V. All rights reserved.

1. Introduction

deployed roadside infrastructures to further improve traffic safety
and on-board experience in the intelligent transportation system

As one of the most important branches of Internet of Things
(IoT), Internet of Vehicles (IoV), which is an extension of the
vehicular ad hoc networks (VANETSs), mainly focuses on the in-
formation interaction between vehicles, roadside infrastructures,
and surrounding environments without human intervention [1].
By coordinating the data captured by vehicular sensors (e.g., chem-
ical spill detectors, vibration sensors, and acoustic detectors [2]),
which can record a myriad of characteristics reflecting the physical
phenomena, oV enables the data sharing among vehicles and the
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(ITS); meanwhile, it can also support various value-added services,
such as autonomous driving [3], fuel optimal cruising [4], and early
warning [5].

Although IoV can improve the ITS performance through in-
formation interaction, there exist several challenges for the wide
application of vehicular sensory data sharing in IoV, including lo-
cation privacy preservation, vehicular sensory data collection, and
vehicular sensory data acquisition. During the sensory data collec-
tion phase, since the captured sensory data are highly location-
dependent, the location-based sensory data may disclose the mov-
ing trajectory and violate the location privacy of vehicles [6].
Recently, privacy-preserving data aggregation has received much
attention in the era of [oT [7,8], which are designed to achieve the
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data aggregation result while protecting the content of each indi-
vidual data report. In [7], to achieve efficient privacy-preserving
data aggregation in smart grid, each user structures the small-
sized multi-dimensional sensory data into one composite data
report and encrypts each composite data report with the homo-
morphic encryption technique, and then the gateway aggregates
the encrypted composite data reports. However, in IoV, vehicles
are dynamically moving and the scale of sensory data reports in
each data dimension (if we take different locations as different data
dimensions) are constantly fluctuating in the temporal domain.
The existing schemes are not able to count the number of sensory
data generated in each data dimension, and further fail to calculate
the average of the sensory data in each data dimension. Thus, to
fully exploit sensory data generated by vehicles, the design of an
efficient and location privacy-preserving data collection scheme in
oV is essential.

During the sensory data acquisition phase, since vehicles are
normally interested in acquiring the sensory data in accordance
with the potential moving path towards the destination, the
location-based data queries may violate the location privacy of ve-
hicles [9,10]. Location-based data querying schemes with privacy
preservation has attracted considerable attention [11,12], how-
ever, the existing schemes are mainly designed for the outsourced
cloud environment with fixed cloud storage, which cannot be
directly applied towards the real-time services in IoV. To preserve
location privacy, the querying location needs to be hid and the data
captured at the unqueried locations also needs to be protected, and
the oblivious transfer (OT) [13] can be employed to achieve both
during the data querying process. However, in the existing OT pro-
tocols [13,14], the communication overhead is proportional to the
data dimension, which are not applicable for the oV environment
with short-termed and intermittent wireless connection. Thus, to
achieve the efficient sensory data sharing in IoV, an efficient and
location privacy-preserving data acquisition scheme in IoV is also
essential.

In this paper, aiming at the above challenges, we propose
a novel efficient and location privacy-preserving data sharing
scheme in IoV with the modified Paillier Cryptosystem, which en-
ables the road side unit (RSU) to collect and distribute the sensory
data generated by vehicles. Specifically, the contributions of this
paper are threefold as follows.

e First, we propose a privacy-preserving vehicular sensory
data collection scheme in IoV. The proposed scheme first
enables a vehicle to structure the multi-dimensional sensory
data captured at different locations into one composite data
report, which greatly saves the communication and com-
putation resources. The proposed scheme can also support
the RSU to perform the privacy-preserving composite data
reports aggregation and count the number of data reports
contained in each data dimension. Meanwhile, the sensory
data aggregation result can be retrieved and re-encrypted
by the trusted traffic management authority for further pro-
cessing.

e Second, we propose a privacy-preserving sensory data ac-
quisition scheme in IoV. The proposed scheme enables a
data querying vehicle to retrieve the sensory data cap-
tured by other vehicles at the network edge, i.e., without
the involvement of the trusted central traffic management
authority. Specifically, the RSU re-encrypts the aggregated
sensory data into ciphertexts that can only be fully recov-
ered by the data querying vehicle, while without the disclo-
sure of the data querying location.

e Third, we offer numerical analysis to compute the proba-
bility of data querying failure, and perform detailed secu-
rity analysis to validate the security property of the pro-
posed scheme in terms of location privacy preservation,
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Fig. 1. Vehicular sensory data sharing system.

data integrity protection and collusion attack resistance.
Through performance evaluation, we demonstrate that the
proposed scheme can significantly reduce the computation
cost and communication overhead in comparison with the
traditional secure data aggregation and OT protocols.

The remainder of this paper is organized as follows. We describe
system model, show security requirements, and identify design
goals in Section 2. In Section 3, we recall the modified Paillier Cryp-
tosystem and Chinese Remainder Theorem as the preliminaries.
Then we present our proposed privacy-preserving vehicular data
sharing scheme in Section 4, followed by our security analysis and
performance evaluation in Section 5 and in Section 6, respectively.
We show related work in Section 7, and finally conclude our work
in Section 8.

2. System model, security requirements, and design goals

In this section, we describe our system model, show our security
requirements, and identify our design goals.

2.1. System model

In the system model, we consider a practical scenario in an
urban area, in which the data querying vehicle (V,) aims to drive to-
wards the destination (a hospital) in an efficient and safe manner,
as shownin Fig. 1. By querying the sensory information captured by
other vehicles’ inductive rotational-speed sensors [15] (the input
data for the anti-lock braking system (ABS) system [16], which
can detect the slippery area), V, can discover the hidden road
conditions. If V,; notices the existence of a slippery area (e.g., the
shadow area of a building blockage after snow in winter), V, will
avoid it and take an alternative path. The proposed system consists
of four roles: a traffic management authority, a road side unit
(RSU), a group of data uploading vehicles (V;,i=1,2, ..., w),and
a data querying vehicle (V,), as shown in Fig. 1.

e Traffic management authority is a central entity, which is
responsible for the registration and key distribution of the
RSU and vehicles. Traffic management authority divides a
given urban area into districts (e.g., with the coverage area of
approximately 3 km?), such that each district is large enough
for the vehicles to be comfortable with revealing fact that
they are locating somewhere within the district. In each
divided district, the sensory data generation locations are
denoted in the level of segments, and a long road can also
be divided into a few short segments. For segment |, it is
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denoted by a unique two-dimensional segment identifier
(uy, v;), which is an approximation of the location coordi-
nates.

e Each sensory data uploading vehicle (V;,i = 1,2,...,w)
is equipped with the required inductive rotational-speed
sensors, such that it can periodically formulate a data report
with the captured data and upload the structured data re-
port towards the RSU, as shown in Fig. 1 ((1) Data Report).

e The RSU collects and aggregates the on-board sensory data
reports uploaded by vehicles, and delivers the data aggre-
gation result towards the traffic management authority, as
shown in Fig. 1 ((2) Data Aggregation Report). Meanwhile,
the RSU shares the aggregated on-board sensory data report
with other vehicles when it is requested, as shown in Fig. 1
((4) Data Query Response). We set the transmission distance
of the RSU to be 1 km, such that it can provide signal cover-
age of the whole divided district [17].

e When the data querying vehicle (V) travels in vicinity to the
potential slippery area, i.e., several segments ahead, it sends
a data query towards the RSU for the sensory data captured
at the slippery area, as shown in Fig. 1 ((3) Data Query).

Communication Model. The wireless connections between the
RSU and vehicles are realized through the IEEE 802.11p stan-
dard [ 18], which is a short to medium range communication tech-
nology operating at 5.9 GHz band designed for wireless access
in vehicular environments (WAVE). The connection between the
RSU and the traffic management authority is realized through
either wired links or any other links with high bandwidth and low
transmission delay.

2.2. Security requirements

In the security model, we consider the traffic management
authority is fully trusted. The RSU and vehicles are honest-but-
curious (i.e., they will follow the defined protocols, but they are cu-
rious about the location information of other vehicles). Meanwhile,
we assume the vehicular sensory data are correctly generated
and delivered towards the RSU. Moreover, we assume there is a
compromised RSU, which may collude with a malicious vehicle,
i.e., through mutually sharing their secret keys. We also make
an assumption that there exists an adversary A located on the
road, which could launch some active attacks to modify the data
transmission and threat the data integrity. Therefore, the following
security requirements should be met.

Location Privacy Preservation. In the proposed scheme, since
the locations of vehicles are denoted with segments, preserv-
ing location privacy means preventing the segments from being
uncovered. During the sensory data collection phase, preserving
the location privacy of data uploading vehicles indicates that, the
sensory data generation segments contained in an individual data
report should be protected, i.e., even if the RSU obtains all the
possible data reports generated by a data uploading vehicle, it
still cannot identify the data generation segments contained in an
individual data report. During the sensory data acquisition phase,
since a data querying vehicle only interests in sensory data in
accordance with the potential trajectory towards its destination,
the segment identifier contained in a data query should also be pro-
tected. In addition, the location privacy preservation requirement
also should include that a data querying vehicle can only obtain the
sensory data captured in the segment it is querying about.

Collusion resistance. The proposed scheme should resist the
collusion between a compromised RSU and a malicious vehicle
by mutually sharing their secrets. Given the secret key of the
compromised RSU, the malicious vehicle should not derive the

content contained in any individual sensory data report during the
data collection phase and should not obtain the location identifier
contained in any data query during the data acquisition phase.
Meanwhile, when the malicious vehicle receives a data query re-
sponse from an uncompromised RSU, it can only learn the sensory
data generated at the segment it is querying about. Given the
session key of the malicious vehicle, the compromised RSU should
also not obtain the content contained in any individual data report
and the location identifiers contained in any individual data query.

Data Integrity. The proposed scheme should guarantee that any
sensory data report, data query and data query response, should
not be modified during the data transmission process, i.e., even
if the adversary A alters the data transmission, the malicious
operation should be detected. In this way, the security requirement
of data integrity could be achieved.

2.3. Design goals

Under the aforementioned system model and security require-
ments, our design goal is to develop an efficient and privacy-
preserving sensory data sharing scheme, which enables vehicles
to upload the captured sensory data towards the RSU and allows
vehicles to retrieve the aggregated sensory data captured by other
vehicles. Specifically, the following three requirements should be
achieved.

The proposed scheme should achieve the defined security require-
ments. If the security requirements are not taken into considera-
tion, the location privacy of the involved vehicles could be violated,
and the data transmission between the RSU and vehicles could
be modified. Then vehicles are not willing to join in the sensory
data sharing process, and the collected sensory data could not be
properly shared and fully exploited.

The proposed scheme should achieve high effectiveness during
the sensory data sharing process. Since the data captured by the
on-board sensors are critical to safety-related applications, the
accuracy of the collected on-board sensory data is mandatory.
Meanwhile, in order to achieve the effective sensory data acqui-
sition under stringent delay requirement, the RSU should be able
to provide near real-time sensory data with low probability of data
querying failure.

The proposed scheme should achieve high efficiency in terms of
computation complexity and communication overhead. The dynami-
cally moving characteristic of vehicles and the scarce transmission
bandwidth in vehicular network result in the requirement of short
transmission interval, low processing delay and low communica-
tion overhead. Thus, the proposed scheme should achieve high
computation and communication efficiency.

3. Preliminaries

In this section, we briefly review the modified Paillier Cryp-
tosystem [19] and the Chinese Remainder Theorem [20], which
will serve as the basis of the proposed vehicular sensory data
sharing scheme.

3.1. Modified Paillier cryptosystem

The modified Paillier cryptosystem is exploited due to its
homomorphic addition property and homomorphic multiplica-
tion property between one ciphertext and one plaintext [19],
whose variations have been applied to various privacy-preserving
schemes [21,22]. Specifically, the proposed scheme consists of four
components: key generation, encryption, decryption, and proxy re-
encryption.
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Fig. 2. Message flow during data sharing.

e Key Generation: Given security parameter «, two large safe
prime numbers py, p, in the form of py = 2p] + 1and p, =
2p, + 1 are first chosen, where |p;| = |p2| = «, and p}, p, are
also primes. Then, the RSA modulus n = pyp, and A = Icm(p; —
1, p2 — 1) are computed. We consider G = QR,» the cyclic group of
quadratic residues modulo n?, whose order is ord(G) = A(n?)/2 =
p1pip2p, = nA/2, and the maximal order of an element in this
group is nx/2. Choose a random number p € Z:z and a random
value x € [1, ord(G)], then set g = u? mod n? and h = g* mod n?.
The public key is represented as pk = (n,g,h = g*), and the
corresponding secret key is x.

e Encryption: Given message m € Zjp, choose a random number
r € Z,» and generate the ciphertext pair (c;, ¢;) as ¢; = g" mod n?
and c; = h'(1 + mn) mod n?.

e Decryption: Given ciphertext pair (cq, c3), message m can be
decrypted as m = M

e Proxy Re-encryption: Randomly splits the secret key x into two
shares x; and x,, such that x = x; + x,. The modified Paillier
Cryptosystem enables an encrypted message (c1, ¢3) to be partially
decrypted to a c1phertext pair as (€1, ) using X7 as ¢; = ¢; and
G = ¢3/(c1) mod n?. Then (¢, &) can be decrypted with x, to
recover the original message m.

3.2. Chinese remainder theorem

The Chinese Remainder Theorem can solve any pair of congru-
ences with relatively prime moduli [20], which can be exploited to
structure the multi-dimensional data into one composite data, and
it is described as follows.

Theorem 3.1 (Chinese Remainder Theorem). Suppose that q1, qa,

.., Qg arerelatively prime integers, and let d1, d,, . . ., dy be integers.
Then, the system of congruences s = dymod q; for 1 <[ < k, has a
unique solution modulo Q = q; X ¢z X - - - qx, which is

-+ dkQuyx mod Q (1)
modqlforl <l<k

s=diQyr +d2Qyz + -

where Q; = Q andy, =

4. Proposed privacy-preserving sensory data sharing scheme

In this section, we present our privacy-preserving vehicular
sensory data sharing scheme, which mainly consists of three
phases: system initialization, sensory data collection, and sensory
data acquisition. Note that in this paper we only take one district
into consideration, and the data flows are shown in Fig. 2.

4.1. System initialization

Given security parameter «, the traffic management authority,
which functions as a trusted authority (TA), selects two large safe
prime numbers p; and p,, where |p1| = |p2| = «, then it generates
the modified Paillier Cryptosystem’s public key pk = (n = p; -
p2, g€, h = g¥ mod n?) and the private key sk = x. Then TA
randomly splits the secret key x into three shares xg, x; and x;, such
that x = Xxg + X1 + Xp, and it also calculates the value of h; =
g*1™2 mod n?. Meanwhile, TA keeps the secret share x, to itself.
During the registration of each RSU, TA securely delivers the secret
value x; towards the RSU; meanwhile, during the registration of
each vehicle, TA securely distributes the secret value x, towards
the vehicle.

For a district with k segments, TA selects k equal-length prime
numbers: (41, G2, . . ., qk), Where |q1] = |q2| = -+ = |q| = 1,
and it satisfies the condition that k-« < |n|. For segment [ with the
segment identifier (u;, v;), TA assigns a prime number g; towards it.
Then TA computes

k
Q=HQI

=1
Q 1 (2)
= =,y,= — mod
Q o n ) q
ar=Q-y.

In addition, TA selects a constant number d with |d| = x; —
2. Meanwhile, it chooses two secure cryptographic functions,
Hy : {0,1}* — Zp,and H : {0,1}* — {0, 1172, such that
|H(-) + d| < k. Finally, TA publishes the parameters: params =
{pk,hi,Ho,H,q : 1=1,2,...,k}.

4.2. Sensory data collection

We describe the data report collection process as below and
illustrate the process in Fig. 2 (Phasel). For vehicle V;, we let d;;
denote the data captured by the inductive rotational-speed sensor
at segment [, where |d; ;| = |di2| = --- = |dixland d;; < d, | =
1,2, ..., k. Meanwhile, e;; represents whether there is sensory
data captured at segment [: (i) if there is sensory data captured at
segment |, i.e, d;; > O, then e;; = 1; (ii) if there is no sensory data
captured at segment [, i.e., d;; = 0, thene;; = 0.
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In order to achieve the near real-time sensory data uploading,
each vehicle V; gathers the sensory data captured at all the seg-
ments within a district during a short period T, e.g., every ten
minutes, and performs the following steps to generate a sensory
data report:

e V; structures (d; 1, di2, ..., dix) and (e;1,€;2, ..., €ik) into
two composite values Sigandsi,,ie., sS4 = ZL]dtl o and
Sie = Z;;lei,l o

e V; selects two random numbers (ri 4, i) € Z,2, and gener-
ates the following ciphertexts,

Gy = g"¢ mod n?, G, = h'id - (14 s;4 - n) mod n?,

Ti 2 Ti 2 (3)
Gz =g'*modn?, G4 =h"e-(1+5sj,-n)modn~.

where (G 1, G 2) and (G; 3, i 4) are the ciphertext pairs of s; 4
and s; ., respectively.

e To protect data integrity, V; also calculates the message
authentication code of the ciphertext,

MAC; = Ho(Ci 111G 2[IGi 311G 4[ITS), (4)
where TS is the current timestamp. Note that the identity-
based signature scheme can also be exploited here to protect
the data integrity [23], and authenticate the origin of each
sensory data report if necessary.

Thus, V; transmits Data_Report; = V;||G1]|G2l|Gi3]|Cia
|IMAG;|| TS towards the RSU, as shown in Fig. 2 (Message (1)).

After receiving the data report Data_Report;, the RSU first veri-
fies its correctness by checking MAG; ~ Ho(Gi111Gi2l|Gisl|Giall TS). I
it does hold, the RSU performs the following steps to aggregate the
data reports received from w data uploading vehicles, where the
number of data uploading vehicles w satisfies the condition that
[logow] + |dif] < |d|,I=1,2,..., k.

w

Ca1= HC,lmodn —ng’dmodn

i=1 i=1
Cip = HC'?Z mod n? = (H hiidy. (14 Zsf’d -n) mod n?

' ! (5)
Ce1_1_[C,3modn —l_[gr’fmodn

i=1 i=1
w

Con = HCiA mod n? = (]_[ h'te). (1 + Zs,-,e -n) mod n?

i=1 i=1 i=1

where (Cy1, Cq2) and (G, 1, G 2) are the ciphertext pairs of the
multi-dimensional sensory data aggregation Y " s; 4, and the cor-
responding scale >_:” ;s;.. Then the RSU calculates the message
authentication code of the aggregated ciphertext pairs MAC,; =
Ho(Cg1 |l Cia2 Il Ce1 Il Cez |l TS), formulates the sensory data
aggregation message Data_Aggregation = Cy1 || Ca2 || Cen |l
Ce2 || MAC, || TS, and delivers it towards the traffic management
authority, as shown in Fig. 2 (Message (2)).

After receiving Data_Aggregation, the traffic management au-
. o . . ?
thority verifies its correctness by checking whether MAC,, =

Ho(Ca,111Ca21ICe.111Ce 21l TS), and re-encrypts the ciphertext (Cy 1,
Ca.2) and (Ce 1, Ce2) with the secret key xo, which is shown as
following

C
G = 4.2 n
' (Cg,1 )0 6
C.s (6)
Crp = “_ mod n?
(Ce,1 Yo

Then the traffic management authority generates the message
authentication code MAC; = Ho(C,1]|C;2]|TS), and delivers C; 1 ||
Ct.2 || MAC: || TS towards the RSU. In addition, the traffic manage-
ment authority decrypts the received ciphertext pairs (Cy4,1, Cq.2)
and (G, 1, Ce2) with the secret key x, which is

Z _ Gaa/( Cg.1) — 1 mod n?
— n '
” , (7)
Z Cez/Cel) — 1modn
" .

Thus, the traffic management authority can achieve the average of

the vehicular sensory data d; captured at segment . According to

the Chinese Remainder Theorem, d; can be computed as

- yisiamodq >, diymodg

d = w = w . (8)
diiisiemodq Y ", e modg

4.3. Sensory data acquisition

The data querying vehicle V, intends to acquire the data cap-
tured by the inductive rotational-speed sensors at segment ¢ with
segment identifier (u, v, ), and we summarize the data acquisition
process as below and illustrate the process in Fig. 2 (Phase 2). V,
selects three random numbers (Sq, 14,1, Ta,2) € Z,2, and performs
the following steps

e V, calculates the encrypted data query
Ca1 = g™ mod n?,
Coz = hg‘“ .gsa'r«m
Co3 = g2 mod n?,
Coa = h? - g2 . (1 + v, - n) mod n?.

(1 : dn?,
(14 uc -n)modn (9)

where (Cg.1, Cp2) and (Cq 3, Cq,4) are the ciphertext pairs of
u. and v, respectively.

e To protect the data integrity, V, generates the corresponding
message authentication code MAC,, which is

MACq = Ho(Ca,111Ca 211 Ca,311Ca 4 I TS). (10)

Then V, transmits the data query towards the RSU, which is
Data_Query, = Vql|Ca.111Ca211Ca.311Ca.aIMAG,|| TS , as shown in Fig. 2
(Message (3)).

After receiving Data_Query,, the RSU verifies its correctness by
checking MAC, 2 Ho(Cq,111Ca21ICa 311 Ca.4lITS). If it does hold, the
RSU selects two random numbers (t1, t;) € Z,2, and performs the
following steps:

e The RSU calculates a secret key g, = H(m;), 1l = 1,2, ...k,
for each segment | with location identifier (u;, v;), where
m; = u; - t; + v; - t; mod n. By computing s, = Zﬁ;lﬁ] .
«), the RSU structures the multi-dimensional secret key
(B1, B2, - - -, Br) into one composite secret key sy.
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e The RSU generates the ciphertext pair of me = u¢ - t; + v -
t; mod n without learning the value of (u., v.), which is

Crq = (Ca1)"" - (Co3) mod n?,
(Cr,l)xl

such that m. can only be recovered by V, with the shared
secret key x, and the secret value s,.

e The RSU also generates the ciphertext pairs of Y " ;s; q + Sk
and Z:”: 1Si.e + S respectively, and re-encrypts the derived
ciphertext pairs with the secret key x;, such that they can be

2 (11)

Go= mod n*,

decrypted by V,,
Cr,3 = Cd,l
Cq-(1 .
Cr’4 - M mod n2
(Car ) (12)
Cr,S = Ce,]
Co-(14sk-n
Cr,G — M mod nz
(Ce.l)xl

e To protect the data integrity, the RSU generates the corre-
sponding message authentication code MAC;, which is

MAG = Ho(G 1 l|Gr 21 311G all G s 1Cr 61ITS). (13)

Then the RSU transmits the data query response towards V,,
which is denoted as Response; = Cr1 || G2 | G3 |l Gea |l Gos |l
G || MAG: || TS, as shown in Fig. 2 (Message (4)).

After receiving the data query response Response,, V, checks its
validity by checking MAC, = Ho(Cr.1[IC2[1C; 31 Cr.4llCr s [IC 61 TS).
If it does hold, V, performs the following steps to recover the
queried vehicular sensory data:

e V, recovers the value of m. with the secret key x, and the
secret value sq, which is

G2

2
W—lmodn

Me=1Uc t;+ve-t,modn = (14)

n

Then V, computes the corresponding secret key 8, = H(m,).

e V, also exploits the secret key x, to decrypt (G 3, Cr 4) and
(G5, Cr6), and recovers the value of Y siq + sk and
> i iSie + Sk, respectively.

e V, recovers the sum of the sensory data captured at seg-
ment c, i.e., sum. 4 and the number of sensory data reports
captured at segment c, i.e., sumc ., which is computed as
SuMegq = Y i Sig +Scmod g = Y dic + B and
SUMce =y ;" 1Sie+scmodqc = Y " ei+ B, respectively.
Then V, derives the average of sensm}/ data d. captured at

C

segment ¢, by computing d. = zz:i‘;: e

4.4. Discussion

In this subsection, we analyse the probability when a data
querying vehicle fails to retrieve the sensory data from the RSU,
i.e., the probability of data querying failure. Here we define the
probability of data querying failure of segment I as the probability
of the scenario when the number of data reports generated at
segment [ is no higher than a pre-defined threshold th, and the
number of data querying vehicles is above zero. Meanwhile, the
data uploading period is defined as T.

Let Xq(T) denote the number of data reports which contains
segment | within a finite time period [0, T] and X, (T) be the
number of data queries of segment [ during [T, 2T], which follows
the Poisson (A4 - T) and the Poisson (Aq; - T) distribution [24].
Then we obtain the probability of X;,(T) = x4 data uploading

vehicles and the probability of X, /(T) = x4 data querying vehicles
of segment I respectively, which are
gyt (- T)
Xd!
g T ()‘-q,l : T)Xq

!
Xq!

P{Xg(T)=x4} =e
(15)
P{Xq(T)=xq} =e

Let Ng and N, be the average number of data reports and data
queries in the given district, respectively. Meanwhile, pq; and pg
denote the probability of data uploading and the probability of data
querying on segment [, respectively, which satisfy the condition
that Zfﬁpd., = land Z;(:1Pq,l = 1. Suppose all the vehicles are
moving in the district with a constant speed of Vp, and all the street
segments are with the length of L m. Then the value of A4; and A4 ;
can be calculated as
Adl = ———,Aq1 = Ny pq’l.

L/Vq

The probability of data querying failure in segment [ can be
calculated as following

(16)

P{X4(T) < th}
P{Xq.(T) > 0}

Yo PXai(T) = xa)
1= P{X(T) =0}

P{Xy(T) < th |Xy(T) > 0} =

\X,
Z;hfo el T . (Ad,l‘T) d
4= xq!

1—earT

Then we calculate the probability of data querying failure in the
given district, which is

k

P =) pgi- P{Xa/(T) < th |Xq(T) > 0}. (18)
=1

In Figs. 3(a) and 3(b), we show the probability of data querying
failure in terms of the average number of data reports Ny and the
data uploading period T, when the threshold are set to be th = 5
and th = 0 respectively. In Figs. 3(a) and 3(b), the number of data
reports Ny ranges from 50 to 150, and the data uploading period
T varies from 300 to 600 seconds. Meanwhile, we set the average
number of the data querying vehicles to be N, = 50, the length of
each street segment is set to be L = 500 m, and the velocity of each
vehicle is defined to be V, = 10 m/s. In addition, we assume that
the number of segments in the given district are k = 40, and all the
segments in the given district have an equal data uploading and
data querying probability of ps; = pg; = 0.025,1 = 1,2, ...,k
As shown in Figs. 3(a) and 3(b), the probability of data querying
failure decreases with respect to the increase of the number of data
reports Ny and the increase of the data uploading period T.

5. Security analysis

In this section, we discuss the security properties of the pro-
posed vehicular sensory data sharing scheme. Specifically, follow-
ing the security requirements discussed earlier, our analysis will
focus how the proposed scheme can achieve the security goal
of location privacy preservation while taking the collusion into
consideration, and achieve the security goal of the data integrity
protection.

The proposed sensory data sharing scheme is location privacy-
preserving during the sensory data collection phase. During the sen-
sory data collection phase, since the locations are denoted in the
level of segments, preserving location privacy of data uploading ve-
hicles is realized through protecting the data collection segments.
According to the Chinese Remainder Theorem, the sensory data
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Fig. 3. Probability of data querying failure.

collection segments of V; can be obtained from (s; 4, Si¢), which
needs to be protected. In the proposed scheme, s;4 and s;, are
encrypted by the public key (n, g, h = g*) to generate the cipher-
text pairs (G 1, Gi2) and (G 3, G 4). Since we exploit the modified
Paillier cryptosystem, which is proved to be semantically secure
against the adaptive chosen-ciphertext attack [19], the messages
contained in (G 1, G ) and (G 3, G 4) are also semantic secure. In
case of the collusion between a compromised RSU and a malicious
vehicle, as the colluding entities can only recover the sum of the
secret values x; + x;, they cannot obtain the individual data report
si.¢ and s; . without x (or xp), which preserves the location privacy
of each individual data uploading vehicle.

After receiving w data reports, the RSU aggregates the en-
crypted data reports by exploiting the homomorphic addition
property of the modified Paillier cryptosystem, ie., (C41 =
[T-,G1 mod n? Ci2 = [[i2,G2 mod n?) and (C.; =
[1i2,Cis mod n?, C.» = []i~,C.4 mod n?), without learning the
content of the data aggregation results. Given the ciphertext pairs
(Ca.1, C42) and (Ce 1, Ce2), the traffic management authority can
recover the content of ) " ;s;4 and ) ;" ;s; . with the private key
X, and it can re-encrypt the ciphertext pairs with secret value xgo
to generate the ciphertext pairs (Cy 1, C;,1) and (C 1, C; 2). For the
traffic management authority, it can only achieve the aggregated
sensory data, while the individual sensory data report is kept from
the traffic management authority, and the segments contained in
an individual data report are protected. Thus, the location privacy
of each data uploading vehicle can be preserved during the sensory
data collection phase.

The proposed sensory data sharing scheme is location privacy-
preserving during the sensory data acquisition phase. During the
sensory data acquisition phase, a data querying vehicle V, encrypts
the segment identifier (u., v.) with the public key (n, g, hy) of the
modified Paillier cryptosystem and a random number s,, before
sending towards the RSU. The segment identifier (u., v.) contained
in(Cq.1, G2, Ca.3, Cg.4) is also semantic secure since (Cq,1, Cg,2) and
(Ca,3, Cq.4) are also valid ciphertext pairs of the modified Paillier
cryptosystem. Without the private key x; + x;, the RSU cannot
recover u, and v, contained in (Cq 1, Cg,2) and (Cq 3, Cg.4). In case of
collusion, even though the colluding entities can obtain the value
of (x; + x3), without the secret random value s, (i, v;) cannot be
fully recovered. Due to the homomorphic multiplicative property
between one ciphertext and one plaintext, and the homomorphic
additive property of the modified Paillier cryptosystem, the RSU
calculates the ciphertext pair of m = u. - t; + v - t; mod n,
which is ((Cg1)"" - (Cg.3)2 mod n?, (Cg2)"' - (Coq)? mod n?). The
RSU also re-encrypts the derived ciphertext pair with the secret

key x; and generates the ciphertext C; ; = (Cq.1)" - (C4.3)22 mod n?

and G, = w mod n?, such that (C 1, G;.») can only be
recovered by the data querying vehicle with x, and s,. Meanwhile,
the RSU generates a secret key 3, for each segment [, [ = 1,2, ...,k
through computing 8; = H(u; - t; + v; - t3), and then it structures
(B1, B2y - - - » Br) with (aq, ay, . .., ay) to construct s, = Zfﬂﬂl-al.
By exploiting the homomorphic additive property of the modified
Paillier cryptosystem, the RSU generates the ciphertext pairs of
Zi"’:]si;d + s, and Z;"ﬂs,-_e + s, respectively. The RSU also re-
encrypts the derived ciphertext pairs with the secret key x; to
generate (G 3, Cr 4) and (G 5, G g), such that they can be decrypted
with x;.

After receiving (G 1, G 2, Cr 3, G4, G 5, Cr ), only V, can re-
cover the value of > " ;s; 4 + sc and Y i ;Si.q + Sk. Since (G 1, Gr 2)
is a valid ciphertext pair of the modified Paillier cryptosystem, V,
can obtain the value of m = u. - t; + v, - t, mod n with x, + s,.
Although V, can recover the value of m; = u. - t; + v, - t; mod n,
it still cannot obtain the value of (t1, t;). Without (t, t3), V, cannot
recover the secret keys of the unqueried segments, which prevents
V, from learning the sensory data aggregation of the unqueried
segments. Given (G 3, G4, G 5, Cr ), even though all the vehicles
can decrypt (3 7 Sia + Sk. O 1oqSie + Sk) With private key x,,
without sy, they still cannot learn the content of the sensory datain
each data dimension. Even when V, is one of the colluding entities
and obtains the value of x;, it still cannot obtain the content of
the unqueried locations without (t1, t;), Thus, the security goal of
location privacy preservation can be achieved during the sensory
data acquisition phase.

The proposed data sharing scheme can achieve the security goal
of data integrity protection. To protect data integrity, each data
transmission flow between an RSU and a vehicle is attached with
a message authentication code, which can be validated to guar-
antee the correctness of the data transmission. Thus, the security
goal of data integrity protection can be achieved in the proposed
scheme.

6. Performance evaluation

In this section, we evaluate the performance of the proposed
privacy-preserving data sharing scheme, in terms of computation
costs of the RSU and the vehicles, and communication overhead of
the RSU and the vehicles.

6.1. Parameter setup

We evaluate the computation costs of the proposed scheme
on a desktop with Intel i7-3770 3.4 GHz processor, 8 GB RAM,
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Table 1
Parameters settings.
Simulation parameters Value
K, K1 Kk =512,k1 =24
P1, P2, N = p1p2 |p1l = Ip2| = 512, |n| = 1024
q,l=1,2,...,k lql =x1 =24
k k = 40: number of segments in a district
di,i=1,2,...,w,1=1,2,..., k |dii| = 8: length of each sensory data report (output voltage range
0-200V [15])

and Window 7 platform. Meanwhile, we evaluate the performance
of the proposed scheme with Java, and the detailed parameter
settings are shown in Table 1. Given the parameter settings in
Table 1, whenx; = 24, ithas|d| = 22, and the maximum allowable
number of data uploading vehicles in a district is 2!3, which fully
satisfies the scalability requirement of the data uploading vehicles.

During the sensory data collection phase, we compare the pro-
posed scheme with the traditional homomorphic data aggregation
scheme, when the modified Paillier Cryptosystem is exploited.
In the traditional data aggregation scheme, each data dimension
is encrypted separately, i.e., during the data report generation
phase, by choosing (1i.q1, ie1) € Z,2, the ciphertexts of V; can be
derived as (C,',”, Ci,z,l, C,',gyl, C,',4,l), | = 1,2,..., k, where C,')]yl =
ghidt mod n?, G5, = hidl-(14d;;-n) mod n?, C;3; = g"e! mod n?
and Gj 4 = hiel - (1 4+ e;; - n) mod n®. Meanwhile, at the RSU and
the traffic management authority side, each data report dimension
is aggregated and decrypted independently.

During the data querying phase, we compare the proposed
scheme with the traditional OT scheme, when the modified Pail-
lier Cryptosystem is exploited. In the traditional OT scheme, the
data query sent by the data requester is still in the format of
(Ca.15 Ca25 Ca 3, Cq.4), while the data query response is in the format

Ce o 1-(1+81)
of (Cr1, Cr2) and (G50 = Cor Grag = 257 mod n?, G5 =
t,1,1

Ceapr Crol = w modn?),l=1,2,...,k
i,3,1

6.2. Computation complexity

For the proposed data sharing scheme, during the data collec-
tion phase, to generate an encrypted data report Gi; || G2 |
Gis || G, Vi needs to perform 4 exponentiation operations in
Z,2 and 4 multiplication operations in Z,2. Meanwhile, the traffic
management authority performs 4 exponentiation operations in
Z,» and 6 multiplication operations in Z, for both re-encryption
and decryption process. During the data acquisition phase, V,
performs 6 exponentiation operations in Z,> and 6 multiplication
operations in Z,;» to generate the encrypted dataquery C, 1 || Co2 ||
Ca3 || Co.a. After receiving Cq 1 || Ca2 || Ca3 || Ca.4, the RSU takes 5
exponentiation operations in Z,> and 3 multiplication operations
in Z,» to generate C.; | G, and it takes 2 exponentiation
operations inZ,> and 6 multiplication operations in Z,. to generate
Cr,3 ” Cr,4 ” Cr,S || Cr,G- After receiving Cr,] || Cr.2 ” Cr,3 ” Cr,4 ||
G5 || G6, the vehicle takes 3 exponentiation operations in Z
and 6 multiplication operations in Z, to retrieve the value of m,
Y oiiSid + Skoand Y i sie + Sk

We compare the proposed scheme with the traditional data
aggregation scheme during the data collection phase, in which
each vehicle generates a ciphertext for each data dimension during
the data collection phase. Specifically, under this setting, for a k-
dimension data report, it takes 4 * k exponentiation operations
in Z,» and 4 x k multiplication operations in Z; to generate
(Gi1as G2 Gisa, Giag)s I = 1,2,..., k. Then the traffic manage-
ment authority performs 4 * k exponentiation operations in Z
and 6 x k multiplication operations in Z,. for the sensory data
decryption and re-encryption. During the data acquisition phase,
we compare the proposed scheme with the traditional OT protocol,

in which Vj also performs 5 exponentiation operations in Z,2 and
3 multiplication operations in Z,;» to generate C5 1 || Cg2 || Co3 |l
Co.4. After receiving Cy1 || Ca2 || Ca3 || Cq.4, the RSU performs the
54-2:xk exponentiation operations in Z,» and 3+6:xk multiplication
operations in Z > to generate the queried data response C; 1 || G2
and G 3 || Gag Il Gesg |l Crga, 1l = 1,2, ..., k. Then the data
querying vehicle spends 3 exponentiation operations in Z,> and 6
multiplication operations in Z to recover the data query results.

We run our experiments 1000 times, in the proposed scheme,
during the data collection phase, the average computation cost
of a vehicle is 72.83 ms and the average computation cost of the
traffic management authority is 75.99 ms. In the proposed scheme,
during the data acquisition phase, the average computation cost of
avehicle for data query generation is 109.65 ms and for data query
response recovery is 57.10 ms; and the average computation cost
of the RSU for the generation time of C; ; || C» is 55.14 ms and for
the generationtime Gy 3 || G4 || Cr 5 || Cr.6 is 37.78 ms. In Fig. 4(a),
we plot and compare the computation cost of the vehicle in terms
of the data dimension, which ranges from 4 to 40, during the data
collection phase. Meanwhile, in Fig. 4(b), we plot and compare the
computation cost of the RSU in both schemes in terms of the data
dimension which ranges from 4 to 40, during the data acquisition
phase. The comparison results show that the proposed scheme
can greatly reduce the computation complexity of the involved
entities.

6.3. Communication overhead

In the proposed scheme, during the sensory data report col-
lection phase, the vehicle-to-RSU communication overhead of
Gi1l1Gi2lIGislIGi4l|MAG; is 2048 « 4 4+ 1024 bits, if we choose
1024-bit n. If the RSU collects the w data reports from w data
uploading vehicles, and the overall vehicle-to-RSU communication
overhead is 2048 * 4 * w + 1024 *x w bits. During the sensory
data acquisition phase, the vehicle-to-RSU communication over-
head Cq1[|Ca2[|Ca.311Ca.aIMAC, is 2048 * 4 + 1024 bits; mean-
while, the size of the RSU-to-vehicle communication overhead
G llG 211G 311G oallGr 511 Cr 6 I MAC: is 2048 «x 6 + 1024 bits.

For the traditional scheme, the overall vehicle-to-RSU commu-
nication overhead during the data report collection phase is 2048 %
4 % w x k + 1024 *x w bits if we choose 1024-bit n. During the data
acquisition phase, the vehicle-to-RSU communication overhead
is 2048 x 4 + 1024 bits, and the RSU-to-vehicle communication
overhead brought by the data query is 22048 +2048 x4xk+ 1024
bits.

As shown in Figs. 5(a) and 5(b), during the sensory data col-
lection phase, the communication overhead (including both data
query and data query response) of the proposed scheme only
increases in terms of the number of data reports, while the commu-
nication overhead of the traditional scheme increases in terms of
both the number of data dimension and the number of data reports.
Thus, the proposed scheme can significantly reduce the communi-
cation overhead during the sensory data collection phase.

As shown in Fig. 6(a), during the sensory data acquisition phase,
the communication overhead (both data query and data query
response) of the proposed scheme does not increase with the num-
ber of data dimension, while the communication overhead of the
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traditional scheme increases with the number of data dimension,
as shownin Fig. 6(b). Thus, the proposed scheme can greatly reduce
the communication overhead during the sensory data acquisition
phase.

7. Related works

The studies of security and privacy in IoT, location privacy-
preserving data aggregation and the location-based data query

have gained great interests recently, and we briefly review some
works closely related to this paper.

7.1. Security and privacy in IoT
A large amount of publications have been produced to solve

the security and privacy problems in the era of securing [oT. With
the additive homomorphic encryption technique, [25] proposed
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two schemes to achieve privacy preservation in trust evaluation,
since the privacy leakage during the trust evidence collection is
an important issue needs to be solved for the IoT devices. In the
proposed scheme, two independent data servers with no collusion
are introduced to achieve both privacy preservation and evaluation
sharing. As defined in [26], privacy is the right of the users to
remain confidentiality about their characteristics; while in the
domain of IoT, personally identifiable information is widely varied
with the involving applications. In [27,28], an review about the net-
work architecture of the cloud-based IoT and the m-healthcare so-
cial networks are performed; meanwhile, the security and privacy
threats are also identified, in terms of identity privacy, location
privacy, node compromise attack, layer removing/adding attack,
forward and backward security, data injection attack, and target-
oriented compromise attack. In addition, a privacy preserving data
aggregation scheme is designed without the public key homomor-
phic encryption. As pointed in [29], the local and private cloud
providers, which are close to the end-users, can provide efficient
services with low transmission delay and energy consumption,
especially in the aspect of local data storage and sharing. However,
for the location based services in IoV, the location privacy of the
involved dynamically moving vehicles should be protected.

7.2. Privacy-preserving data aggregation

Due to the large volume of data generation in IoV, it is manda-
tory for an RSU (or a coordinating vehicle) to aggregate the sensory
data reports generated by the vehicles. There exists many privacy-
preserving data aggregation schemes [7,8,30,31] in the [oT domain,
and we briefly review some privacy-preserving multi-dimensional
data aggregation schemes, which can greatly save the scarce trans-
mission bandwidth and are closely related to our work. In [7], a
privacy-preserving multi-dimensional data aggregation scheme is
proposed in smart grids, which utilized the homomorphic Paillier
cryptosystem to achieve data aggregation and exploited a super-
increasing sequence to compress the multi-dimensional electricity
usage data into one single piece of composite data in the plaintext
space. A lightweight privacy-preserving data aggregation scheme
for the fog computing enhanced IoT environment with early in-
jected false data filtering was also proposed in [8], which structures
the multi-dimensional data report into one composite and filters
the injected false data at the network edge.

However, the above schemes are based on the assumption that
the number of data reports contained in each data dimension is
pre-defined, and they are not adaptive to the scenario when the
number of sensory data reports generated in each dimension is
fluctuating. Our scheme enables the RSU to aggregate the different-
size data reports captured at distinct locations with privacy preser-
vation, while counting the number of sensory data reports in each
dimension.

7.3. Location privacy-preserving data query

Location privacy preservation is regarded as one of the most
important security requirements in vehicular networks. There
mainly exists three categories of location privacy preservation
solutions: pseudonym-based schemes [32,33], location-cloaking
solutions (such as K-anonymity) [34,35], and cryptography-based
schemes [11,12]. However, pseudonym-based schemes may still
disclose the location information during the location-based data
querying process, by associating the querying location with a par-
ticular individual, the identity of the data requester can still be
inferred [36]. Meanwhile, in location-cloaking based schemes, it
is hard to balance the trade-off between the privacy preservation
and the accuracy of the location-based data query results [37]. Var-
ious cryptography-based location privacy-preserving data query

schemes have also been proposed [11,12,14]. In [11], an ef-
ficient privacy-preserving location-based service system in the
outsourced cloud is proposed, which is based on an improved
homomorphic encryption technique over the composite order
group. A fine-grained privacy-preserving location-based service
(LBS) framework is proposed in [12], which achieves both location
privacy preservation and high location-base service result accu-
racy without the involvement of any trusted third party. The OT
technique is exploited in [14] to achieve the privacy-preserving
location-based data query, in which the data server cannot learn
the content of a user’s query, while the user cannot obtain more
than they are entitled [13]. However, if we exploit the scheme in
our scenario, the communication overhead is proportional to the
size of database, which cannot be directly introduced to the vehic-
ular networks with scarce transmission bandwidth and stringent
delay requirement.

However, the above schemes are designed for an outsourced
cloud environment, which cannot be directly applied to our vehic-
ular network scenario. Different from these works, our proposed
scheme exploits the homomorphic modified Paillier Cryptosystem
to hide the location information contained in the data query and
calculate the commitment to the queried data, in which the RSU
re-encrypts and shares the queried aggregated sensory data at
the network edge without the involvement of the core entity.
Moreover, the proposed scheme structures the multi-dimensional
sensory data into one piece of composite data with the Chinese
Remainder Theorem, which greatly reduces the communication
overhead and computation complexity during the data acquisition
phase.

8. Conclusion

In this paper, we have proposed an efficient and location
privacy-preserving sensory data sharing scheme with collision
resistance in IoV. By exploiting the modified Paillier Cryptosystem,
the proposed scheme can achieve the location privacy-preserving
multi-dimensional sensory data aggregation, while counting the
number of data reports contained in each data dimension. Mean-
while, the proposed scheme also achieves the location privacy-
preserving data acquisition at the network edge, i.e., the RSU re-
encrypts the sensory data aggregation into ciphertexts which can
only be decrypted by the data querying vehicle; meanwhile, the
data querying location and the unqueried sensory data are still
protected. Numerical analysis is performed to demonstrate the
effectiveness of the proposed scheme in terms of the low data
querying failure probability. Security analysis is conducted to val-
idate the security properties, and experiments are also performed
to show its efficiency in terms of the low computation cost and low
communication overhead. In future work, we will implement the
proposed scheme in our smart mobility test-bed and evaluate its
performance.
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